ECONOMIC AND CYBER CRIME COMMITTEE OF THE CITY OF LONDON
POLICE AUTHORITY BOARD
Friday, 25 November 2022

Minutes of the meeting of the Economic and Cyber Crime Committee of the City of
London Police Authority Board held at Committee Rooms, 2nd Floor, West Wing,
Guildhall on Friday, 25 November 2022 at 9.00 am

Present

Members:

Deputy James Thomson (Chair)
Deputy Graham Packham
Jason Groves

Alderman Bronek Masojada

In attendance virtually:

James Tumbridge

Andrew Lentin (External Member)
Michael Landu (External Member)

Officers:
Richard Holt
Alix Newbold
Oliver Bolton
Josef Shadwell

Peter O’'Doherty

Nik Adams
Hayley Williams
Simi Shah

Elly Savill

1. APOLOGIES

Town Clerk’s Department

Police Authority Interim Director
Police Authority

Police Authority

Assistant Commissioner, City
London Police

Commander, City of London Police
City of London Police

Department of Innovation and Growth
Department of Innovation and Growth

Apologies were received from the Deputy Chair Tijs Broeke and Dawn Wright.

MEMBERS' DECLARATIONS UNDER THE CODE OF CONDUCT IN
RESPECT OF ITEMS ON THE AGENDA
There were no declarations.

MINUTES
The Committee considered the draft minutes of the previous meeting of the
Economic and Cyber Crime Committee held on the 3" of October 2022.

The Committee discussed engagement with the insurance industry noting that
there was a perception that the economic incentive for the industry to engage
was limited. Further to this a Member noted that it was hoped that an

of



appropriate panel of representatives from the insurance industry for dialogue
with the industry could be established.

The Committee highlighted the importance of successfully engaging with Small
and Medium Sized Enterprises noting that successful cyber-attacks on
businesses of this size could prove fatal to the business.

RESOLVED- The Committee considered the draft minutes of the previous
meeting of the Economic and Cyber Crime Committee held on the 3rd of
October 2022 be approved.

OUTSTANDING REFERENCES
The Committee received a joint report of the Town Clerk and the Commissioner
on the public actions from the previous meeting.

RESOLVED- That the report be noted.

ECONOMIC AND CYBER CRIME- COMMUNICATIONS AND
STAKEHOLDER ENGAGEMENT UPDATE

The Committee received a report of the Commissioner on Economic Cyber
Crime Communications and Stakeholder Engagement.

A Member noted that it was important to include any negative media coverage
in these reports in order that Members have the complete impression of the
media coverage.

The Chair commented on the requirement for improved forward planning for the
engagement plan with collaboration with the Innovation and Growth
Department and the mayoral engagement plan, noting that the newly appointed
Communications and Engagement Coordinator would be helpful in managing
this engagement planning.

A Member requested a wider range of sector engagement noting that this
would inevitability be dependent on resource implications.

RESOLVED- That the report be noted

NATIONAL LEAD FORCE PERFORMANCE REPORT
The Committee received a report of the Commissioner on the National Lead
Force Performance report.

Following a Member’s question Officers undertook to include all Committee
Members in media coverage summary emails.

In response to a query raised by the Chair the Force’s asset recovery process
was confirmed explaining that, whilst it was difficult to accurately predict it was
expected the assets recovered would increase with the funding of the
responsible team. However, it was noted that this would not be a completely
linear relationship between funding and asset recovery.



Following a Member's question it was explained that a more proactive
approach was being established in relation to fraud through mobile phones
highlighting the fraud sector charter on telecommunications which it was hoped
would assist this process.

The Committee received an update on Operation Elaborate. The Chair
commented that he was encouraged to observe that these operations were
intelligence led showing the importance of the public reporting. Officers noted
that there would be more work to make investigations as proactive as possible
going forward.

A Member noted that reducing abandoned calls was a key metric that needed
to be effectively managed.

RESOLVED- That the report be noted.

NATIONAL LEAD FORCE (NLF) UPDATE
The Committee received a report of the Commissioner on the National Lead
Force Update.

In response to a query from the Chair Officers confirmed that all business
cases for funding included a methodology for measuring the return on
investment. It was added that the Force were already measuring the impact of
pursuing criminal cases but that increasingly, protect and prevent also needed
to be measured, noting that whilst this was a challenge work was being
undertaken to establish appropriate metrics. The Chair noted that an overall
return on investment across the Force’s activity was important to establish for
external engagement and messaging.

The Committee noted the importance of alumni networks and part time working
for establishing a cost effective recruitment programme.

RESOLVED- That the report be noted.

QUARTERLY CYBER GRIFFIN UPDATE
The Committee received a report of the Commissioner on the Quarterly Cyber
Griffin Update.

In response to the Chair’s request for further information on the engagement
plan for Cyber Resilience Centres nationally Officers confirmed that plans
would be presented to the Committee and the ambassador groups in early
2023.

Following a Member’s query Officers undertook to establish what engagement
had been undertaken with the London resilience centre in relation to cyber
crime.

The Committee commented that the Department for Innovation and Growth
should be represented at the ambassador steering group and national board.



10.

11.

12.
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RESOLVED- That the report be noted.

INNOVATION & GROWTH - UPDATE OF CYBER & ECONOMIC CRIME
RELATED ACTIVITIES

The Committee received a report of the Executive Director Innovation and
Growth which provided an update of the Cyber & Economic Crime related
activities.

The Committee discussed Cyber Innovation Challenge 1 noting that more time
needed to be allocated to conversations on specific case studies rather than
the panel discussions for future events. The Chair noted that these sessions
were a model of cooperation between the Force, Police Authority and City of
London Corporation. Officers confirmed the follow up actions completed on the
case studies were highlighted with the challenge session including the pilot
schemes in place. The Chair requested that key outcomes be provided as part
of the second challenge session.

RESOLVED- That the report be noted.

QUESTIONS ON MATTERS RELATING TO THE WORK OF THE
COMMITTEE

In response to the Member’s query on the impact of crypto currencies prices on
Proceeds of Crime Act funds was explained noting that this was regularly
priced by the independent auction house used to convert crypto assets to cash.
In addition, it was confirmed that the funds secured through Operation Neutron
were held and secured at their present value in sterling.

The Committee noted, following discussion on the difficultly to confirm the origin
of any funds secure in the form of crypto currencies, the Proceeds of Crime Act
allowed Forces to spend funds illegally secured and recovered as part of
criminal investigations.

ANY OTHER BUSINESS THAT THE CHAIRMAN CONSIDERS URGENT
There was no urgent considered in the public session.

EXCLUSION OF THE PUBLIC

RESOLVED, That under Section 100(A) of the Local Government Act 1972, the
public be excluded from the meeting for the following item(s) on the grounds
that they involve the likely disclosure of exempt information as defined in Part |
of Schedule 12A of the Local Government Act.

NON-PUBLIC MINUTES

The Committee considered the draft non-public minutes of the previous
meeting of the Economic and Cyber Crime Committee held on the 37 of
October 2022.

RESOLVED- The Committee considered the draft non-public minutes of the
previous meeting of the Economic and Cyber Crime Committee held on the 3rd
of October 2022 be approved.
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NON-PUBLIC OUTSTANDING REFERENCES
The Committee received a joint report of the Town Clerk and Commissioner on
the non-public outstanding references from the last meeting of the Committee.

RESOLVED- That the report be noted.

COMMUNICATIONS & STRATEGIC ENGAGEMENT: QUARTERLY UPDATE
The Committee received a report of the Commissioner on the Communications
and Strategic Engagement Quarterly Update.

RESOLVED- That the reports be noted.

ECONOMIC CRIME LEVY BID
The Committee received a report of the Commissioner on the Economic Crime
Levy Bid.

RESOLVED- That the report be noted.

NPCC CYBER CRIME PORTFOLIO UPDATE
The Committee received a report of the Commissioner which provided the
NPCC Cyber Crime Portfolio Update.

RESOLVED- That the report be noted.

QUESTIONS ON MATTERS RELATING TO THE WORK OF THE
COMMITTEE
There were no questions in the non-public session.

ANY OTHER BUSINESS THAT THE CHAIRMAN CONSIDERS URGENT
AND WHICH THE COMMITTEE AGREE SHOULD BE CONSIDERED
WHILST THE PUBLIC ARE EXCLUDED

There were no items of urgent business considered in the non-public session.

The meeting ended at 10.50 am

Chair

Contact Officer: Richard Holt
Richard.Holt@cityoflondon.gov.uk



